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Planning Security Enhancements

NPDB-HIPDB required to meet federal regulations and 
guidelines.

NPDB-HIPDB System Security Plan documents security 
controls.

Security Review required annually.
– Assessments conducted by independent analysts.
– Verifies security controls meet required regulations.
– Results of assessments dictate future security enhancements.

Certification and Accreditation required every 3 years.
– Grants authorization to operate and maintain the system.
– Based on successful completion of Security Review.
– Current Certification and Accreditation granted June 2004.
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Self Assessment.

Privacy Impact Assessment.

Risk Assessment.

Security Test and Evaluation.

Technical Vulnerability Assessment.

Planning Security Enhancements
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Planning Security Enhancements

Results of assessments are documented and reviewed. 

Security enhancements are identified, prioritized, and 
assigned a completion date.

Plan of Actions and Milestones used to track status of 
security enhancements. 

Plan of Actions and Milestones sent to HRSA and HHS  
Quarterly.
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Recent Security Enhancements

Confidential Passwords.

Password Rules.

Password Expiration. 

Customer Service Center Functions.

IQRS Security Notice.

Internal System Upgrades.
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Recent Security Enhancements
Confidential Passwords

Passwords can only be viewed by an individual user.

NPDB-HIPDB Customer Service Center has no access 
to  user passwords.

Entity’s Administrator cannot view passwords. 

Agent cannot view Entity’s passwords.

New or reset password is randomly generated, must be  
reset immediately after logging on to the IQRS.
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Recent Security Enhancements

Password Rules

Must be 8-14 characters, at least 1 alphabetic and 1 
numeric character.

Must be different from the previous 4 passwords.

Must not be a word found in the dictionary.

Must not be a common Data Bank phrase.

Must not be your User ID.

Must not be a simplistic sequence (abcd1234).
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Recent Security Enhancements

Password Expiration

No

No
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calendar days

after 
expiration

Grace Login
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days

Reset 
Password 

YesN/A30 calendar 
days

New Entity 
Password
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prior to 
expiration

90
calendar days

General 
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One Time 
Use

Expiration 
Notice

Expiration 
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Recent Security Enhancements

Customer Service Center Functions 

Access to a read-only version of the IQRS. 

Provides capability to walk through any process.

Can not update or modify any data.

Can not submit queries or reports.
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Recent Security Enhancements

IQRS Security Notice

Mechanism to communicate security changes and best 
practices to users.

Available from the Entity and Agent Registration 
Confirmation Screens.

Recent Topics Include:
– Data Bank Confidentiality.
– Entity Administrator Responsibilities.
– Password Expiration. 
– Creating Secure Passwords.
– Other Security Pointers.
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Recent Security Enhancements

Internal System Upgrades

Production Firewall upgrades.

Passwords are encrypted. 

Automated patch management for NPDB-HIPDB 
desktops.
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Future Security Enhancements

IQRS Rules of Behavior.  

Registration Rules of Behavior.  

Internal System Upgrades.
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Future Security Enhancements

IQRS Rules of Behavior

All Data Banks’ users must agree to comply with the 
Rules of Behavior. 

Rules of Behavior can be viewed from the Informational 
Web Site.

New IQRS Users must acknowledge the Rules of 
Behavior after first login.

Existing IQRS Users must acknowledge the Rules of 
Behavior every 12 months.
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IQRS Rules of Behavior 
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IQRS Rules of Behavior 
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IQRS Rules of Behavior 

This page is 
displayed 
immediately 
upon login.

This page is 
displayed 
immediately 
upon login.
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IQRS Rules of Behavior 
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IQRS Rules of Behavior 
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IQRS Rules of Behavior 
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IQRS Rules of Behavior 
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IQRS Rules of Behavior 

This user will 
not have to 
acknowledge  
the Rules of 
Behavior for 
12 months.

This user will 
not have to 
acknowledge  
the Rules of 
Behavior for 
12 months.
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Future Security Enhancements

Registration Rules of Behavior

All Data Banks’ users must agree to comply with the 
Rules of Behavior. 

Entity Registrants must acknowledge the Rules of 
Behavior prior to filling out the registration form.

Agent Registrants must acknowledge the Rules of 
Behavior prior to filling out the registration form.
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Registration Rules of Behavior 
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Registration Rules of Behavior 
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Registration Rules of Behavior
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Registration Rules of Behavior 
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Registration Rules of Behavior 
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Future Security Enhancements

Internal System Upgrades 

Intrusion Detection Server upgrade.

Database upgrade.

Credit Card processing interface upgrade.

All internal communications encrypted.
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Important Security Reminders

Password tips: 
– Use upper and lower case letters, and special characters.
– Do not use personal information—your name, names of family members, 

entity name, birth date, etc.
– Do not share your password.
– Do not write down your password, remember it.

Make your password easy to remember:
– Make up nonsense words that are pronounceable, such as 

“BingZing3!” or  “ZorP@GorP8”.
– Combine two short words with special characters, such as 

“4Truck+in” or “mY2birdS!”.                                                        
– Pick a phrase and use the first letter of each word.  For example, “Will It 

Rain Today” could produce “W+i+r+t?04”. 
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Important Security Reminders

Log out of the IQRS at the end of the session.

Verify the date and time when your account was last 
accessed.

Do not share Data Bank reports.

Securely store or shred Data Bank Reports.
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NPDB-HIPDB Security 

Questions / Comments


